IIpunoxenue 1

YTBEPXXIAEHO
npukazoMm ['BIIOY r MockBbl
«KMTU unwm. I'.I1. BumneBckoi»
ot 1 centsops 2022 1. Ne 157/0]]

IHHOJIOKEHHUE
Ob UHOOPMAIIMOHHOMU BE30OITACHOCTH
I'BIIOY I’ MOCKBBI «KMTH UM.T.I.BUIIIHEBCKOM»

1. O01mue moJj10KkeHUA

1.1. [Monoxenue 06 wuHpopmanuonHoit OezomacHoctu ['BIIOY 1 MockBs
«KMTHU wum. T'.Il.Bumnesckoit» (manee - OO - obpas3oBaTelibHasi OpraHU3aIus)
pa3paborano B coorBeTcTBUM ¢ DenepanbHbiM 3akoHOM Ne 273-DD ot 29.12.2012
r. «O6 obpazoBanuu B Poccuiickoit denepanuny, OenepanbHpiM 3aKkoHOM No 152-
®3 or 27.07.2006 r. «O mnepcoHalbHBIX AaHHBIX», DenepanbHBIM 3aKOHOM
Poccuiickoit ®eneparuun ot 27.07.2006 roma N 149-03 «OO06 wunHpopManuu,
UHOOPMAITMOHHBIX TEXHOJOTUAX W 0 3amure uHbopmamuuy, I[lucemom
®denepanbHOro areHrcrBa mo obOpaszoBanuto ot 29.07.2009 r. Ne 17-110 «O6
o0eCIlieYeHUN 3alllUThl MEPCOHAIBHBIX JaHHBIX». [luckMomM MwuHHUCTEpCTBA
oOpazoBanus u Hayku PO ot 13.08.2002 r. N 01- 51-088un «O06 opraHuzanuu
UCIIOJIb30BAaHUSI ~ MH(MOPMAIIMOHHBIX U KOMMYHHKAllMOHHBIX  PECypcoB B
oOmieoOpazoBaTenbHbIX  yupexkaeHusx», l[locranoBinenuem  [lpaButenbcTBa
Poccuiickoit ®eneparuu ot 17.11.2007 r. N 781 «O6 yrBepxaenuu [lonoxenus o6
oOecrieueHUH OE30MaCHOCTH TEPCOHAIBHBIX JaHHBIX TIPU HX 00paboTKe B
UH(OPMAITMOHHBIX CUCTEMaX MEPCOHAIBHBIX TAHHBIX).

1.2. B nouarue undopmanuonnoit 6e3omacaoctu OO BXOAUT cHCTEMa Mep,
HaIpaBJjeHHas Ha 3aluTy WHOOPMAIMOHHOTO MPOCTPAHCTBA M TEPCOHAIBHBIX
JAHHBIX OT CIIy4allHOTO WJIM HaMEPEHHOrO IMPOHUKHOBEHHUSI C LEJNbI0 XHILECHUS
KaKUX-JTMOO TaHHBIX WJIM BHECEHUSI U3MEHEHUN B KOH(PUTYPAIUIO CUCTEMBI, 3alllUTa
o0pa3oBaTeNpLHOTO TMpollecca OT JIFOOBIX CBEICHUM, HOCAIIUX  XapakTep
3ampenieHHON 3aKOHOM TPOTaraH bl, WIH JTIOOBIX BHIOB PEKIAMBI.

1.3. B coctaBe MacCMBOB OXpaHAEeMON 3aKOHOM HH(MOPMAIINH, HAXOISIICHCS B
pacniopsikeHnd OO, MOKHO BBIJIETUTh TPU TPYIIIIHL:

- MEPCOHAJIbHBIC CBEJCHUS, KACAIOIIUECsS YYallUXCs, B TOM 4ucie (pamums,
MMsl, OTYECTBO, TOJI, MECSIII, IaTa U MECTO POKIECHUS, aJIPEC;

- TIEPCOHAJIbHBIE CBEACHUS, Kacaromuecs pabOTHUKOB, B TOM 4yucie GpamMuims,
UMsI, OTYECTBO, TOJ, MECSl, Jara WU MECTO POXKIEHUS, aJpec, CEeMENHOoe,
COIMAJIbHOE, HMMYIIECTBEHHOE TIOJIOKEHHE, 00pa3oBaHue, Mpodeccusi, TOXOIbI,
npyrasi uHGOpMaIus;



- npyras uH(QOpPMAIMs sl CIIy>)KEOHOTO TOJh30BAHUS, HE OTHOCSIIASICS HH K
OJJHOMY W3 YKa3aHHBIX BBIIIC BHJOB W HOCSINAS XapaKTep WHTEIUICKTYaIbHOW
cooctBenHoct OO B TOM umciie O6uOIMOTEKa, 0a3a JaHHBIX, 00pa3oBaTeIbHBIC
IPOTPaMMEI | JIP.

OO0s13aHHOCTSIMU JTUII, OTBETCTBEHHBIX 3a 3alIUTy WH(POPMAIINH, JODKHO CTAaTh
COXpaHEHHE JTaHHBIX B IIEJIOCTHOCTH U HEITPUKOCHOBEHHOCTH M 00ECTICUeHHUE UX:

- IOCTYITHOCTU B J1I000€ BpeMst Juii  JIF000TO  aBTOPU3HUPOBAHHOTO
TI0JIb30BATES,

- 3aIUTBl OT JIIOOOW yTpaThl WM BHECCHUS HECAHKIIMOHHUPOBAHHBIX
U3MEHCHUI;

- KOHQUICHIINATLHOCTH, HEAOCTYITHOCTH TSl TPETHUX JIHII.

2.11eqb u 321241 HHGPOPMALMOHHOM 0€30IACHOCTH

2.1. OCHOBHBIMHU LIETSIMU UH(POPMAITMOHHOM O€30TTACHOCTH SIBIISIOTCS

- COXpaHEeHHE KOHPHUACHIIMAIBHOCTH HH()OPMAITMOHHBIX PECYPCOB;

- oOecrnieueHre HeMPEePhIBHOCTU JOCTYyMA K MHPopManoHHBIM pecypcam OO;

- 3aIUTa IEJIOCTHOCTH UH(POPMALIUHU C LEJbI0 MO AepKaHus Bo3MoxkHocTu OO
M0 OKAa3aHWI0 YCIYr BBICOKOTO KadecTBa U MNPUHATHIO A(OPEKTUBHBIX
YIPABJICHUECKUX PEIICHHUI;

- TIOBBIIICHHE OCBEJAOMJICHHOCTH TIIOJb30BaTelell B 00JIACTU PHCKOB,
CBSI3aHHBIX ¢ MH(GOpMaIIMOHHBIMU pecypcamu OO;

- OIPEJCIICHUE CTENEeHU OTBETCTBEHHOCTH U OOS3aHHOCTEH COTPYAHHKOB TIO
obecnieueHut0 HHGOPMAITMOHHON OE30I1TaCHOCTH;

- TOBBIIIIEHUE YPOBHS A(D(PEKTUBHOCTH, HEMPEPHIBHOCTH, KOHTPOIUPYEMOCTH
Mep TI0 3allUTe OT peajbHbIX yrpo3 HHHOPMAITMOHHON O€30MaCHOCTH;

- NpeAoTBpallleHWe W/WIM  CHIDKEHHME  ymiepba OT  WHIMISHTOB
nH(OPMAITMOHHON O€30MaCHOCTH.

2.2. OCHOBHBIMHM 33Ja4aMK UHPOPMAIIMOHHOM 0€30MaCHOCTH SIBIISIOTCS:

- pa3paboTka TpeOoBaHUM 10 o0ecredeHr0 HHPOPMAITMOHHOM 0€30TaCHOCTH;

- KOHTPOJIb BBITIOJHEHUSI YCTAHOBJICHHBIX TPEOOBAHUI MO OOECIECYCHUIO
nH(OPMAITMOHHON OE30TTaCHOCTH;

- moBbIIeHHE A((PEKTUBHOCTH, HEMPEPBIBHOCTU, KOHTPOIUPYEMOCTH
MEPOTIPUATHIN 110 0OECTICYEHUIO U TOIJIEP KaHII0 HH(OPMAITMOHHON O€30TTaCHOCTH;

- pa3paboTKa HOPMATUBHBIX JOKYMEHTOB JIsl 0OecTiedeHs] HH(POPMAIIMOHHOMN
oe3omacHoctu OO0;

- BBISBJICHUE, OIICHKA, MPOTHO3MPOBAHWE W TPEIOTBPAIICHHE pealh3aIiiu
yrpo3 undopmarmornron 6ezonacaocta OO;

- OpraHU3aIys aHTUBUPYCHOMU 3aIUTHI THGOPMAIIMOHHBIX PECYPCOB IITKOJIbI;

- 3amuTa MHPOPMAIUK IIKOJIBI OT HECAHKIIMOHUPOBAHHOTO JOCTYMA (I1ajee -
HCJI) 1 yTeuku o TEXHHYECKUM KaHajlaM CBSI3H.



3. TpeboBanus no nHGpOPMALMOHHOI 0e30aCHOCTH

3.1. B orHomeHun BceX COOCTBEHHbIX HHGOPMAIMOHHBIX akTuBoB OO,
aKTHUBOB, HaxosAumxcs noj koutposuem OO, a Takke aKTHBOB, UCIIOIb3YEMbIX IS
noiydeHus: jgocryna kK wuHppactpykrype OO, nomkHa OBITH oOmpeeseHa
OTBETCTBEHHOCTh COOTBETCTBYyIoIIero corpyanuka OO. Wudopmamnus o cMmeHe
BJIQJICTIBIIEB AaKTHBOB, WX paclpeiciieHud, H3MEHEHUSIX B KOH(pUTyparmuun u
UCIoJIb30BaHuM 3a npenenamu OO M0JKHA JOBOAUTHCS 10 CBENEHUS JHUPEKTOpa
00.

3.2. Bce pabotsl B mpenenax OO TOJKHBI BBITOJHITHCS B COOTBETCTBHH C
opuIManTbHBIMA  AOJDKHOCTHBIMU ~ OOSI3aHHOCTSIMH ~ TOJIBKO Ha  KOMITBIOTEpax,
pa3pelIeHHbIX K UCIIOIb30BaHUIO.

3.3. Bce koubuneHuuansHpie AaHHble,  cocraBismonme TaitHy OO wu
XpaHsIIUecs Ha KECTKUX JUCKAaX IMOPTATUBHBIX KOMITBIOTEPOB, JOJDKHBI OBIThH
3amu(poBaHkbI.

34. B memix  obecriedeHUsT  CaHKIIMOHMPOBAHHOTO  JIOCTyma K
UH(OPMAITMOHHOMY pecypcy, JII0OOH BXOJl B CHUCTEMY JOJKEH OCYIIECTBIATHCS C
MCIIOJIb30BaHUEM YHUKAIBHOTO UMEHH MOJIB30BATEIIS U TApOJIs.

3.5. 3ampemiaercst cooOIaTh CBOM MapoJib APYTUM JIMIIAM WJIM TIPEAOCTABIISATh
CBOIO YUETHYIO 3alUCh APYTUM, B TOM YHCIIC YWICHAM CBOE€H CEMbH U OJIM3KUM.

3.6. B nmpomecce cBoelr pabOTBl COTPYAHUKHA OO0S3aHBI  MOCTOSHHO
UCIIOJB30BaTh  peXKUM  "ODKpaHHOM  3acTaBKM' €  TApOJIbHOW  3alllMTOM.
PexoMeHlyeTcsl yCTaHABIMBAaTh MaKCUMalIbHOE BpeMs '"MPOCTOs" KOMIIbIOTEpa 10
MOSIBJICHUS SKPAHHOW 3aCTaBKU HE J0JIbIlE 15 MUHYT.

3.7. Joctyn x cetn UHTEepHET obecrieunBaeTCsl TOJIBKO B MPOU3BOJACTBEHHBIX
LEJSAX U HE MOXKET UCIOIb30BaThCA JIJIs1 HE3aKOHHOMW JEATEIIbHOCTH.

3.8.PexoMeH10BaHHBIC MTpaBUIIa:

- corpyaaukam OO pa3pemaercs HCHOJb30BaTh CE€Th VHTEpPHET TOJIBKO B
CITY)KEOHBIX IIeNIX;

- 3ampelaercs IocenieHue Jboro caiita B cetu MHTEpHET, KOTOpbIi
CUMTACTCSI OCKOPOWTENbHBIM JUJII OOIIECTBEHHOTO MHEHUS WJIH COJCPKHUT
uH(OPMAITUIO CEKCYallbHOTO XapakTepa, TMpoNaraHjay pacoBOi HEHABUCTH,
KOMMEHTApUHU 10 TOBOAY Pa3IWYMs/TIPEBOCXOJCTBA IOJIOB, JNUCKPEAUTUPYIOIINE
3asIBJICHUS WJIM UHBIE MAaTEPHAIIBI C OCKOPOUTEIILHBIMU BBHICKA3bIBAHUSIMU T10 TIOBOJTY
Yhero-a1Mbo Bo3pacTa, CEKCyalbHOW OPUEHTAINH, PEITUTHO3HBIX WIIA TMOJUTUYECKUX
yOeXIeHN, HAITMOHAIBHOTO MTPOUCX0KICHUSI WITN HEJICECTIOCOOHOCTH;

- pabora cotpyaaukoB OO c¢ HHTepHET-pecypcamMu IOMYCKAETCS TOJBKO
peKUMOM  TIPOCMOTpa  MHGOPMAIMK, HCKIOYas BO3MOXKHOCTh  Iepefadu
unpopmaruu OO B cetb UHTEpHET;



- COTpYJIHUKAM, UMEIOIIMM JIMYHBIE YYETHBIC 3aIlHCH, TPEIOCTABICHHBIC
nyOMUYHBIME ~ TIpOBaiiiepaMy, HE  pa3pemraeTcs IMOJIb30BaThCSd HMMH  Ha
obopynoBanuu, npuHaexamem OO;

- cotpyaHukn OO mepen OTKPBITUEM WM PacHpoOCTpaHEHHEM (HailjioB,
MOJIYYCHHBIX Yepe3 ceTh MIHTepHeT, JOHKHBI TPOBEPUTH X HA HAIMYHE BUPYCOB;

- 3anpenieH jgoctyn B MurepHer uepe3 cetb OO nma Bcex JMI, HE
sBIstronXcst corpyaaukamu OO, BKITIOUas WICHOB CEMbH COTPYIHUKOB.

3.9. CoTpyaHWKH JODKHBI TIOCTOSHHO TIOMHHTh O HEOOXOIUMOCTH
oOecrieueHus: Pu3anyeckoi 0€30MacCHOCTH 000PYIOBaHHUSA, Ha KOTOPOM XPaHUTCA
unpopmarus OO.

3.10. CoTpynHUKaM 3alperieH0 CaMOCTOSITEIbHO HM3MEHSTh KOHQUTYpaIuio
anmapaTHOro U MPOrpaMMHOTO 00eCIIeUeHusI.

3.12. Bce kommbioTepHOE OOOpYJOBaHUE (CTAllMOHAPHBIE U TMOPTATUBHBIC
KOMITBIOTEPHI ), Tiepudepuitnoe 00opynoBanue (MPUHTEPHI U CKaHEPHI), aKCECCyapbl
(MaHUDynATOpPHl  THUMAa  "MbBIIB", AUCKOBOABI 1  CD-auckoB) — sBIsSeTCS
cooctBeHHOCThIO OO ¥ TpenHa3HAYeHO IS HMCIOJIb30BaHUS HUCKIIOYUTENILHO B
MPOU3BOJICTBEHHBIX IEIX.

3.13. Kaxnplii COTpyIHUK, TOJYYMBIIMK B IMOJH30BAHUE MOPTATUBHBIN
KOMITBIOTEP, 00si3aH TMPUHATH HAJIEKAIIUE MEPbl MO0 OOECHEYEHHUIO €ro
COXPaHHOCTH.

3.14. Bce koMmblOTEpHl JOJKHBI 3alIMIIATHCA TApOJEM TpU 3arpys3Ke
CUCTEMBI, aKTHBAIMM [0 TOpSYEH KIABUIIE M TIOCIE€ BBIXOJA U3 PEKUMA
"OkpaHHOU 3acTaBKU". /{7151 yCTAHOBKHM PEKHMMOB 3aIUTHI MOJIb30BATEb JOJKEH
0o0paTUThCS K aAMUHUCTpATOPY. JlaHHbIE HE HOHKHBI OBITH CKOMIIPOMETHPOBAHBI B
cllydae XaJJaTHOCTH WM HEOPEKHOCTH NPHUBEAIICH K ToTepe 00O0pYyIOBaHMS.
[lepen yrunuzaimmeit Bce KOMIIOHEHThI 00OPYAOBaHMS, B COCTaB KOTOPBIX BXOJAT
HOCHUTENIM JAHHBIX (BKIJIIOYAsl JKECTKHE HUCKH), HEOOXOIUMO TPOBEPATH, UTOOBI
yOeIuThCsl B OTCYTCTBHM Ha HUX KOH(PHUACHIIMAIBHBIX JAHHBIX U JIMIIEH3UOHHBIX
npoayKTOB. JloMKHA BBIMOJMHATHCA MpoleAypa (opMaTUpPOBaHHS HOCHUTENEH
uH(OpMAIUH, UCKITIOYAIOIIAs BO3MOKHOCTh BOCCTAHOBJICHHSI IaHHBIX.

3.15. Tlpm 3ammcu kakou-muO0 WHPOpPMAIUA HA HOCHUTENb I Tepenadu
CyOBeKTaM, y4acTBYIOIIUM B MH(POPMAIIMOHHOM OOMEHE, HEOOXOIUMO YOeanuThCs
B TOM, YTO HOCUTEJh YUCT, TO €CTh HE COACPKUT HUKAKUX UHBIX MaHHbIX. [IpocToe
nepeopMaTUpOBAHWE HOCHUTENSI HE JAeT TapaHTUU TIOJHOTO  YAAJICHUS
3aMrCaHHON Ha HEM WH(OpMAaIUH.

3.16. CotpyaHukaMm 3ampeniaeTcsi yCTaHaBJIUBATh Ha MPEAOCTABICHHOM B
MOJIb30BAaHUE KOMITBIOTEPHOM OOOPYJOBAaHUU HECTaHJAAPTHOE, HEJIUIICH3UOHHOE
nporpaMMHOE OOeclieueHHue WIM MPOrpaMMHOE OOecreueHue, He HMerolee
OTHOIIEHUS! K MX MPOU3BOJCTBEHHON AesITeNbHOCTU. Eciam B XOJ€ BBIMOTHEHUS
TEXHUYECKOTO OOCITyXHMBaHMs OyneT OOHapy>KEHO HEPa3peIICeHHOE K YCTAaHOBKE



nporpaMMHoe  oOecriedeHue, OHO OyJeT ynajieHo, a COOOIIeHHe O
HapylleHuu OyJIeT HaMpaBiIeHO HenocpencTBEHHO AupekTopy OO.

3.17. Cotpynuuiku OO HE AOJIKHBI:

- OJIOKHpOBATh AHTUBHPYCHOE MPOTPaAMMHOE 00ECIICUCHHE;

- YCTaHaBIIMBATH JAPYTroe aHTUBHPYCHOE MPOTpaMMHOE 00eCIIeUCHHE;

- W3MCHITh HACTPOMKHM W KOH(PHUTYpaIlMi0 aHTHBHPYCHOTO MPOTPAMMHOTO
obecrieueHusI.

3.18. DOnexkTpoHHBIE COOOIIECHHS JOJDKHBI CTPOrO  COOTBETCTBOBATh
CTaHJapTaM B OOJIACTH JCIIOBOM JTHKH. Mcronmb30BaHUE AIEKTPOHHOW IOYTHI B
JUYHBIX TeNAX He jgomyckaeTcs. CoOTpyaHHKaM 3amperniacTcss HampaBlsATh
KoHQuAcHIMaNbHYyI0  uHpopmammio OO 1o  JMeKTpoHHON  modte  Oe3
UCIOJIb30BaHusl cucteM Imm@poBanus. Ctporo koHpuaeHnuanpHas uHbOpMAaIs
OO, HU NpU KaKUX 0OCTOSITENIbCTBAX, HE MOJJICKHUT MEPECHUTKE TPETHUM JIMIIAM 10
AJIEKTPOHHOM MOYTE.

3.19. Ucnonw3zoBanue corpynHukamMu OO MyOIMYHBIX TMOYTOBBIX SIIHMKOB
AJNIEKTPOHHOM  MOYTBHl  OCYIIECTBIISIETCS  TOJBKO TPH  COTJIACOBAHUU  C
OTBETCTBEHHBIM 3a oOOecrieueHre O€30MacHOCTH HH(OpMAlUKM MpU  yCIOBUU
MPUMEHEHUSI MEXaHU3MOB U(POBAHUS.

3.20. B pamkax pabodero mpoiiecca Jjii oOMeHa JOKyMEHTaMHU COTPYIHUKH
OO A0MKHBI UCTIOIB30BATH AIEKTPOHHYIO MOYTY TOJIBKO B IOMEHE MOS.ru.

3.21. He nomyckaeTcsi Ipy UCTIOIB30BAHUH SJICKTPOHHON MTOYTHI:

-pacchliKa COOOIIEHUN JIMYHOTO XapaKTepa, UCTONb3YIOMUX 3HAYUTEIbHBIC
PECYPCHI SIEKTPOHHOM MTOYTHI;

- pacchlIKa PEKIIaMHBIX MaTEPUAJIOB;

-TIO/IMKMCKA HA PACChUIKY, yYacTHE€ B JUCKYCCUSX U TMOJOOHBIC YCIYTH,
HCITIOJIb3YIOMINE 3HAYUTEIbHBIC PECYPCHI DJICKTPOHHOM MOYTHI B TMYHBIX HIEIIAX;

- TIOMCK M YTEHHUE COOOIIEHNI, HAMPABIICHHBIX APYTUM JIMllaM (HE3aBHCHMO OT
crioco0a uxX XpaHeHwus ),

-TIepechlIKa JIFOOBIX MaTepHaiOB, KaK COOOIICHWH, TaK W NPUIIOKCHUH,
Collep)KaHME  KOTOPBIX  SIBIISIETCS ~ MPOTHUBO3aKOHHBIM,  HEMPUCTONHBIM,
3JIOHAMEPEHHBIM, OCKOPOUTENBHBIM, YIPOXKAIOIMIUM, KJIEBETHUYECKUM, 3JI0OHBIM
WA CIIOCOOCTBYET MTOBEJICHUIO, KOTOpOe MOXKET
paccMaTpWBaThCA KaK yYroJIOBHOE TMPECTYIUICHWE WM aJMUHUCTPATUBHBIN
OpOCTYNOK  JuO0  TPUBOAUT K  BO3HUKHOBEHHIO  TPaXKIAHCKO-TIPABOBOM
OTBETCTBEHHOCTH, OECITOPSIIKOB WJIA IPOTUBOPEUYUT CTAHAAPTaM B 00JIACTH ITHKU;

- MCIIOJIb30BAaHUE CIIY’)KEOHOTO agapeca dIEKTPOHHOU MouThl ((@culture.mos.ru)
B JIMYHBIX IIEJISAX, B TOM YHCJIC YKa3aHHUS €r0 MPU PETUCTPAIMU Ha CTOPOHHHX
pecypcax, He UMEIOIINX OTHOIIEHHUS K UCTIOTHEHHUIO TOJDKHOCTHBIX 00S3aHHOCTEH.

3.22. Bce monb3oBaTenu JOHKHBI OBITH OCBEOMIICHBI O CBOEH OOS3aHHOCTH
co00MIaTh 00 U3BECTHBIX WU MOJ03PEBAEMbIX HMH HAPYIIEHUAX WH()OPMAITMOHHON



0€30MMacHOCTH, a TaKXKe JOJKHBI OBITh MPOMH(MOPMHUPOBAHBI O TOM, YTO HHU NpHU
KaKHUX OOCTOSITENIbCTBAX OHM HE JOJDKHBI MBITaThCA HCIOJB30BAaTh CTaBIINE UM
U3BECTHBIMH CIIA0bIE€ CTOPOHBI CUCTEMBI O€30MTACHOCTH.

3.23. B ciydae kpaku MepeHOCHOTO KOMIIBIOTEpa CIIeIyeT He3aMeITUTEIBHO
COOOMINTH 3aMECTUTENIO AUpeKkTopa u/uinu nupekropy OO.

3.24. Eciiu uMeeTcsl TIOJI03PCHHUE MITH BBISBJICHO HAJIMYWE BHPYCOB MJIM MHBIX
pa3pyIIUTEIbHBIX KOMITBIOTEPHBIX KOJIOB, TO Cpa3y IIocie WX OOHapyKeHUs
COTPYJHUK OOsI3aH:

- mponH(pOPMUPOBATH COTPYAHUKA, OTBETCTBEHHOTO 3a HH(POPMAIMOHHYIO

0e3onacHocTh B OO;

- HE MCIOJB30BaTh U HE BKJIIOYATH 3apaKE€HHBIN KOMITBIOTED;

- HE MOACOEAUHATH 3TOT KOMIIBIOTEP K KOMIbIOTEpHOU cetn OO 10 Tex mop,
MOKa Ha HEM He OyJeT MPOM3BEICHO yAaJICHUE OOHAPY>KEHHOTO BUPYCa U IMOJHOE
AHTUBUPYCHOE CKAaHUPOBAHUE AJIMUHUCTPATOPOM.

3.25. Corpynaukam OO 3ampeniaeTcs:

HapylaTh HH(pOpMaAMOHHYIO Oe30macHOCTh U padoty cetu OO;

CKaHUPOBATh MOPTHI UJIU CUCTEMY 0€30MMacHOCTH;

KOHTPOJIUPOBATh PaObOTY CETHU C MEPEXBATOM JIaHHBIX;

MOJy4aTh JOCTYNl K KOMITBIOTEPY, CETH WM Y4YETHOH 3amucu B 00XOJ
CHCTEMBI WICHTU(DUKAIIH MTOJTL30BATENS I 0€30TIaCHOCTH;

- mepenaBaTth MHOOPMAIMIO O COTPYAHUKAX WM CIUCKU COTpyaHukoB OO
TIOCTOPOHHUM JTUIIAM;

- co37aBaTh, OOHOBISITH HJIM PACIPOCTPAHATH KOMIBIOTEPHBIC BHPYCHI WU
NpoYme pa3pyUINTENIbHOE IPOTPaMMHOE 00eCTIeYeHHE.

3.26. OTBETCTBEHHOCTHh 3a COXPAHHOCTh MJAHHBIX Ha CTAIMOHAPHBIX H
TIOPTATUBHBIX MEPCOHATBHBIX KOMITBIOTEPAX JICKUT HA MOJIb30BATEIISX.

4.Yrpo3bl uHGPOPMAIITUOHHON 0€301MaCHOCTH

4.1. OcoOCHHOCTBIO YIPO3 CTAHOBHUTCS HE TOJBKO BO3MOXXHOCTH XHIICHHS
CBEJICHUH WJTU TTOBPEXKICHUE MAaCCUBOB KAaKUMU-JTMOO CO3HATENBHO JIEHCTBYIOMIUMHU
XaKePCKUMH TPYNIUPOBKAMH, HO WU JEATEIHHOCTHh JIUIl, HAMEPEHHO, IO 3JI0MY
YMBICITY WM OMIMOOYHO CIIOCOOHBIX MOBPEANTH KOMITBIOTEPHOE 000PYI0BAHHUE WITH
BHECTH BHPYC.

4.2. I'pynnbsl 00BEKTOB, KOTOPHIE MOTYT TMOJBEPTHYTHCS HAMEPEHHOMY HIIU
HEHAMEPEHHOMY
BO3ICHUCTBUIO:

- KOMITBIOTEpHAsI TEXHWKA W JPYTHUE amnmapaTHble CPeJCTBA, KOTOPHIE MOTYT
OBITh TTOBPEXKIICHBI B PE3yJbTaTe MEXaHUYECKOTO BO3JICHCTBUSA, BUPYCOB, 110 MHBIM
IpUYUHAM;



- TIPOTPAMMBI, HUCTIOIB3YyEMBIE JJI OOeCredeHus] paO0TOCTIOCOOHOCTH CUCTEMBI
wim B 00pa3oBaTebHOM TIpoliecce, KOTOPhIe MOTYT TOCTpajgaTh OT BHUPYCOB WIIH
XaKEePCKUX aTak;

- TaHHBIC, XpaHWMbIE KaK Ha JKECTKMX JHCKaX, TaK W Ha OTAEIbHBIX

HOCHUTEIISIX;

- caM IepcoHaJll, OTBEYAIOIInii 3a padboTocrnocodbHocTh | T-cuctem;

- JISTH, TIOJABEPKEHHBIE BHEIIHEMY arpecCMBHOMY HH()OPMAIIMIOHHOMY
BIIMSIHUIO U CTIOCOOHBIE co37aTh B OO KpUMHUHAIBHYIO CUTYaLIHIO.

4.3. YTpo3bl, HampaBiCHHBIC HAa MOBPESKICHHUE JIOOOTO0 W3 KOMIIOHEHTOB
CHUCTEMBI, HE 3aBUCSIIINE OT HAMEPEHUS TIEPCOHANIA, YUAIINXCS MW TPEThHUX JIHIL;

- TT0OBbIC aBapUIfHBIE CUTYAIIMH, HAIPUMEP, OTKIIIOUCHHUE JICKTPOIHEPTHH HIIH
3aTOIJICHUE;

- OLIMOKY MEPCOHANIA;

- cbou B paboTe MPOrpaMMHOTr0 00eCTICUCHUS;

- BBIXOJI TEXHUKHU U3 CTPOS;

- Mpo0JIEMBI B pa0OTE CUCTEM CBSI3H.

5.Cnioco0bI HECAHKIIMOHUPOBAHHOI'O 0CTYIIA

5.1. UYenoseueckuii. WMubopmarusi MoxkeT OBbITh MOXHINEHA IyTEM
KOIMPOBaHUSI HAa BPEMEHHbBIE HOCUTENH, IMEpEnpaBiieHa MO 3JIEKTPOHHOW IOYTeE.
[Ipu HanuuMM 1OCTyNa K CEpBEPY U3MEHEHHUS B 0a3bl JAHHBIX MOTYT OBbITh BHECEHBI
BPYUHYIO.

5.2. [Iporpammusbrii. [y XWIEHUH CBEACHUN HCHOJB3YIOTCS CHEIUAbHBIC
POrpamMMbl, KOTOpbIE OOECIEUMBAIOT KOMUPOBAHHME MAPOJIEH, KOMHUPOBAHUE U
nepexBaT MHGOpMaLMK, NepeHanpaBiieHue Tpaduka, ACMUPPOBKY, BHECEHHUE
WU3MEHEHUH B pabOTy MHBIX POTPAMM.

5.3. Ammaparsbiii. Crioco0 CBs3aH WM C HCIOJB30BAHUEM CIIEHUATBHBIX
TEXHUYECKUX CPEACTB, WIM C MEPEXBATOM JJIEKTPOMATHUTHOTO H3IYYEHHUS IO
pa3NuYHBIM KaHalaM, BKJII0Yas TeaeQOHHbIE.

6.3amura Mo BHEIIHUM HU(PPOBHIM JIJUHUAM CBS3HU

6.1. B mensx yMeHBIIEHUS pHUCKA TOBPEXKICHUS TMPOTPAMMHOTO
oOecrniedyeHnss U yTepu HH(OpMalnu, JOCTYN W3 BHYTPEHHEH CETH BO BHEIIHIOIO
(MuTepHer, »SJEKTpOHHAs TIOYTA) OCYUIECTBISIETCS Ye€pe3 KOMIBIOTEPhl C
YCTaHOBJICHHBIMU OPIHIMay3pOM U aHTUBUPYCOM.

6.2. 3anpenieHo HECaHKITMOHUPOBAHHOE UCITOIb30BaHUE MOJEMOB WUJTM UHBIX
cpencts poctyna c [1K, moakIro4eHHbIX K BHYTPEHHEH CETH, BO BHEIIIHUAE CETH.

6.3. 3anpenieHo NOIKIIOUEHUE PA3TUUYHBIX MOOMIIBHBIX YCTPONCTB (JTUYHBIX
Tesie(hOHOB, IUIAHIIIETOB U IPYTrux ramkeTos) k cetu WIFI.



6.4. PoyTepsl, TOUkH JOCTyNna U Mpoyee aKTHBHOE CETEBOE 0OOPYAOBAaHME
JIOJKHBI PacIioyiaraTbCsi B MECTax IO BO3MOXKHOCTH HCKITIOYAIOIINX CBOOOIHBIN
JOCTYTI.

7. AHTHBHUPYCHASA 3aUTA

7.1. AHTHBHpYCHasl 3alIUTa OPTaHU3YETCS IMOCPEICTBOM JIUIIEH3HOHHOTO
AaHTHBUPYCHOTO  MporpaMMHOro obOecrieuenus. PabGora 0e3  opraHuzanuu
AHTHBUPYCHOM 3alIUTHI HE TOITYCKaeTCsl.

7.2. OOHoBneHHE 0a3bl HCIOIB3YEMOTO AHTUBHUPYCHOI'O MPOTPaAaMMHOTO
oOecTieueHHs OCYIIECTBIISIETCS aBTOMATHYECKU HE pexke 1 pa3a B Henenro.

7.3. 3a cBOeBpeMEHHOE OOHOBJICHHE AaHTHBHPYCHOTO TIPOTPAMMHOTO
oOecrieuyeHus: OTBEYAET COTPYAHHUK, OTBETCTBEHHbIH 3a HWHGOPMAIMOHHYIO
0€3011aCHOCTb.
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